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Playing it Safe at the Point of Sale

Card Acceptance Best Practices

It is out there waiting. Waiting for you to let your guard down and misstep. And if you do, it will find its

way into your business, threatening your profits and reputation. The threat is fraud.

In spite of technological advances and other efforts, criminals are still finding ways to carry out fraudulent activity. Should
they come your way, there are steps you can take to limit your risk.

* Recognize the warning signs. They are different for card-present and card-not-present transactions. Make sure you and
your employees know what they are.

* Follow best practices. Ensure everyone with customer contact knows how to properly accept a card for payment. Best
practices are different for card-present and card-not-present transactions.

Card-Present Transactions
Having a card available for payment does not always ensure a safe transaction. There are several warning signs, and best
practices to prevent card-present fraud.

Six Warning Signs of Card-Present Fraud
Certain customer behaviors could point to card fraud, but don't necessarily indicate criminal activity. Become familiar with
your customers and let your instincts steer you in the right direction.

Watch for customers who:
e Purchase a large amount of merchandise without regard to size, style, color or price
e Ask no questions on major purchases

e Try to distract or rush you during the sale
* Make purchases and leave the store, then return to make another purchase
* Make large purchases just after opening or as the store is closing

e Refuse free delivery for large items

Card-Present Best Practices
Use the following best practices when accepting card-present purchases:

1. Check the card security features to make sure that the card has not been altered.
2. Swipe the stripe through the terminal in one direction only.
3. Check the authorization response and take appropriate action

Authorization Response Appropriate Action

Approved Ask the customer to sign teh sales receipt.

Declined Return the card to the customer and ask for another method of payment.

Call your voice authorization center and tell the operator you have a “call” or “Call
Call or Call Center . . .
Center” response. Follow the operator’s instructions.

Pick Up Keep the card if it can be done peacefully.

No Match Swipe the card and re-key the last four digits. If “no match” appears again, keep

the card if it can be done peacefully. Request a Code 10 authorization.
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4. Get the cardholder’s signature on the transaction receipt.

5. Compare the name, account number, and signature
on the card to those on the transaction receipt. They
should match.

If a card cannot be swiped, card account data must be
entered into a POS terminal. A word of warning: key-
entering a transaction increases the risk of accepting a
counterfeit card because the magnetic stripe information
is not available.

Use the following steps when key-entering a transaction:

1. Check the POS terminal to ensure it is operating
properly. If the terminal is OK and the problem appears
to be with the card’s magnetic stripe, continue to step

2. Match the account number. Verify the embossed
account number on the front of the cards matches the
number indent-printed on the back.

3. Check the expiration date. Look at the "good thru” or
“valid thru” date to be sure the card hasn't expired. If the
card has a "valid from” date, be sure the card isn't being
used before it is valid.

4. Make a manual imprint of the card.
5. Ask the customer to sign the imprinted sales draft.

6. Check the signature on the card to ensure it matches the
signature on the sales draft. Do not accept an unsigned
card.

If you suspect fraud, immediately make a Code 10 call to
your voice authorization center.

Card-Not-Present Transactions
Businesses accepting card-not-present purchases must take
extra precautions to limit exposure to fraud.

Card-Not-Present Warning Signs
When more than one of the following occurs during a card-
not-present transaction, fraud might be involved. Follow up,
justin case.
e First-time shopper. Criminals are always looking for

new victims.
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e Larger-than-normal orders. Because stolen cards or
account numbers have a limited life span, crooks need to
maximize the size of their purchases.

¢ Orders that include several of the same item.
Receiving multiples of the same item increases a
criminal’s profits.

* Orders made up of big-ticket items. These items have
maximum resale value and maximum profit potential.

* "Rush” or "overnight” shipping. Crooks want their
fraudulently obtained items as soon as possible, and since
they aren't paying, they aren’t concerned about extra
delivery charges.

e Shipping to an international address. A significant
number of fraudulent transactions are shipped to
fraudulent cardholders outside of the U.S.

¢ Transactions with similar account numbers. This is often
a signal the account numbers have been generated using
software available on the Internet.

¢ Shipping to a single address, but transactions placed
on multiple cards. This could indicate an account
number generated by special software, or a batch of
stolen cards.

e Multiple transactions on one card over a very short
period of time. Often this is an attempt to “run a card”
until an account is closed.

¢ Multiple transactions on one card or a similar card
with a single billing address, but multiple shipping
addresses. A signal of organized activity rather than a
single fraudster at work.

¢ In online transactions, multiple cards used from a
single IP (Internet Protocol) address. The use of more
than one or two cards could indicate a fraud scheme.

¢ Orders from Internet addresses that offer free
email services. These email services involve no billing
relationships, and often offer neither an audit trail nor
verification that a legitimate cardholder has opened
the account.
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Card-Not-Present Best Practices

Take the following steps to stay ahead of crooks and
reduce your fraud exposure when accepting card-not-
present transactions.

1. Get an authorization.

. Ask for the card expiration date and include it in your
authorization request. An invalid or missing expiration
date can indicate the person on the other end does not
have the actual card in hand.

. Use fraud detection tools like Address Verification Service
(AVS) and Card Verification Value (CVV) as part of your
authorization process.

. Be on the lookout for questionable transaction data or
other signs indicating an “out of pattern” order.

. If you receive an authorization but still suspect fraud:

a. Ask for additional information (e.g., request the
financial institution name on the card).

b. Contact the cardholder with any questions.

c. Confirm the order separately by sending a note via
the customer’s billing address rather than the ship-to
address.

Remember, an authorization is not a guarantee of payment.
An authorization means funds are available and the card has
not yet been reported as lost or stolen.

In all cases, if you suspect fraud, immediately make a Code
10 call to your voice authorization center.

Code 10

If you suspect fraud at any time during the transaction
process, you can make a Code 10 authorization request.
This alerts the card issuer to the suspicious activity, without
alerting the customer.

Code 10 steps:
e Keep the card in hand to quickly respond to questions.

e Call your voice authorization center and say, “I have a
Code 10 authorization request.”

o The voice authorization center may ask for
transaction details. The call will then be transferred
to the card issuer. A special operator will ask a series
of yes/no questions to determine whether you are
suspicious of the card or cardholder.

e Answer all questions calmly and in a normal voice.

You're Not Alone

Business owners using TSYS Merchant Solutions for their
processing are not fighting fraud alone. TSYS Merchant
Solutions takes fraud very seriously, and has numerous
safeguards in place to reduce risk.

* TSYS Merchant Solutions’ state-of-the-art processing
platform includes fraud-detecting technology that
monitors transactions for suspicious activity. If a
questionable transaction is uncovered, a customer service
representative will call the affected business owner to
verify information.

® TSYS Merchant Solutions screens business owners’ accounts
and infrastructure to ensure technology is set up correctly.

® TSYS Merchant Solutions has representatives who sit on
industry and card brand committees focused on reducing
fraud.

® TSYS Merchant Solutions maintains close associations with
government agencies and fraud-fighting groups to stay
abreast of fraudulent activity and the latest crime fighting
efforts.

Look for more fraud prevention, security and reference
guides at www.usa.visa.com, www.mastercard.com, and
www.discovernetwork.com.

ABOUT TSYS MERCHANT SOLUTIONS

TSYS Merchant Solutions is a top 10 acquirer with more than 55 years of
experience providing first-rate service and comprehensive end-to-end
payment solutions to businesses accepting payments across North Amer-
ica. Our dedicated, experienced team of industry professionals provides
innovative card-acceptance solutions and unparalleled customer service
every day to meet the long-term needs of our customers.

TSYS Merchant Solutions is a wholly owned subsidiary of TSYS® (NYSE:
TSS). TSYS delivers advanced technology and enhanced value to many

of the world's leading companies, making it possible for hundreds of mil-
lions of consumers to use their credit, debit, commercial, private-label,
prepaid and chip cards safely and securely.

TO LEARN MORE

contact 800.354.3988 or
visit tsysmerchantsolutions.com
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